Kerberos user config

The primary use case documented here is connecting via SSH from the command line on a client system (like a

laptop, workstation, or ssh jump box) to a Linux server managed by the ISC Linux admin team.
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Basic concept

Kerberos is a Single Sign-On system where you first “initialize” yourself by authenticating against a KDC (Kerberos
Domain Controller) with your password. Proof of this initial authentication is called a TGT and is stored in a local

keylist. Using this TGT, your system can automatically authenticate with other services known to the KDC, as needed.

Connect

To connect via SSH to a kerberized Linux server do the following at a command line:
. kinit
. ssh servername.upenn.edu

Example

MAC-LAPTOP:~ amur$ kinit

amur@UPENN.EDU's password:

MAC-LAPTOP:~ amur$ ssh minolta.isc-seo.upenn.edu
Last login: Thu Jan 11 12:00:23 2024 from 10.28.3.4
[amur@minolta ~1$

g DN WD

Things that can go wrong
. Your ssh client is not configured to use Kerberos / GSSAPI
o explicitly enable GSSAPI auth in the config file (see below) or on the command line like this:
ssh -o GSSAPIAuthentication=yes your-pennkey@servername.upenn.edu
o debug by running “ Ssh -vvv servername ".look for the krb negotiation
. Your kerberos TGT expired or missing
o Verify with k1list .
There needs to be a line in the klist output that includes “ krbtgt/UPENN.EDUGUPENN.EDU " Thisis your
TGT and must not be expired. If it is missing or expired, run kinit

- You are not using your PennKey as your local user account.



o Specify it like this:
kinit your-pennkey@UPENN.EDU
ssh your-pennkey@servername.upenn.edu
. You don’t have the Kerberos client tools installed (kinit, klist)
» Debian/Ubuntu/Mint: DEB package name: KrbS-user
- RedHat/Fedora: RPM package name: krb5-workstation
o MacOS: included by default
s Windows: MIT Kerberos for Windows (KfW) - @ MIT Kerberos Distribution Page
. Your Kerberos config on your system is wrong
o See simple sample config below.
. Your ssh client is not enabled to work with Kerberos
o Most instances of openssh for the command line are enabled for Kerberos.
Not sure about other clients.
- debug by running “ ssh -vvv servername ".look for the krb negotiation
. The server you are trying to connect to is inaccessible from your client.
o Maybe enable a VPN or request a firewall change or fix the network issue
- You don’t have an account on the server you are trying to connect to
o Request that the Linux admins create your account on the server
. The server you are connecting to does not support Kerberos authentication
o Since late 2023, all ISC Linux team managed servers support Kerberos authentication via ssh, but it’s possible

that there is an exception.
Some may require a second authentication factor.

Config files
On a client system, we should:
1. configure Kerberos to use UPENN.EDU as the default_realm

2. configure SSH to try to use Kerberos credentials when they are available

Neither of these are strictly necessary, but make the process much easier.

Kerberos client config file
Here is a simple kerberos config, usually stored as /etc/krb5.conf

1 [libdefaults]

2 default_realm = UPENN.EDU

5| dns_lookup_realm = true

4 dns_lookup_kdc = true

5 dns_canonicalize_hostname = true
6 noaddresses = true

7 forwardable = true

8 rdns = false

This is just one possible config that is known to work. Since a lot of Kerberos info can be looked up using DNS, we
may not even need this much in the config. If we don’t want to use DNS, we can hard-code it here.


https://web.mit.edu/kerberos/dist/
https://web.mit.edu/kerberos/dist/

SSH client config

Your ssh client needs to have GSSAPI authentication enabled, either in the config file:

1 ¢ cat ~/.ssh/config
2 # enables Kerb Authen when connecting to other systems
3 GSSAPIAuthentication yes

or on the command line like this: ssh -0 GSSAPIAuthentication=yes ...

Example

simple example of connecting to minolta from my mac using Kerberos authentication:

1 MAC-LAPTOP:~ amur$ kinit amur@UPENN.EDU

2 amur@UPENN.EDU's password:

3

4 MAC-LAPTOP:~ amur$ klist

5 Credentials cache: API:B088B2F6-CB48-4666-9029-2BBA3B4E9C3S
6 Principal: amur@UPENN.EDU

7

8

9

10 Issued Expires Principal

11 Jan 11 11:13:19 2824 Jan 11 21:13:16 2024 krbtgt/UPENN.EDU@UPENN.EDU
12

13 MAC-LAPTOP:~ amur$ ssh amur@minolta.isc-seo.upenn.edu

[N
I

[amur@minolta ~1$

For the above example, the logs on minolta show:

1 Jan 11 11:13:39 minolta.isc-seo.upenn.edu sshd[216496]: Authorized to
amur, krb5 principal amur@UPENN.EDU (ssh_gssapi_krb5_cmdok)

2 Jan 11 11:13:39 minolta.isc-seo.upenn.edu sshd[216496]: Accepted
gssapi-with-mic for amur from 10.28.3.4 port 62843 ssh2: amur@UPENN.EDU

3 Jan 11 11:13:39 minolta.isc-seo.upenn.edu systemd[216501]:
pam_unix(systemd-user:session): session opened for user amur by (uid=0)

Why use Kerberos?
The benefits of using Kerberos for authentication are:
« SECURITY -
Your password and password hash are NOT shared with the server you are connecting to

. CONVENIENCE -
You only have to do kinit once and then any future connection can use that credential until it expires or is destroyed.

TBD
. Windows client: examples, SSH client

« Trust with KITE domain



